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1.1  Introduction to Ethical hacking
Red fHT T aRay

Ethical hacking, also known as penetration testing or white-hat hacking, is the practice of testing
computer systems, networks, and applications of vulnerabilities in order to identify and address
security weaknesses. It is a proactive approach to cybersecurity that helps organizations assess their
security posture and take appropriate
countermeasures to protect against potential

attacks.
e 2T, PR TR wEms sad @ ) - :
eRET) a1 ®ge—ve AfPT B U A N ST W @ j T —— Ethlcal HaCkmg

GRETT PHGINGT B TgaH B 3R Ig R IR B
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Here are some key aspects of ethical hacking and countermeasures:

Igt tRwa 26T ok S Uy Sul & ¢B wE usq Ry Wy &

¢ Scope and Authorization: Ethical hacking should always be conducted within a well-defined scope
and with proper authorization from the system owner. This ensures that the testing is legal and
avoids unintended consequences.

TPIY 3R AFARTZOIE: TRrber 2fhT 7 T e ke A fRuiRd i # 3k Riveq #iferd g S
SISO & A1 |anferd fbar SIem =fey | i I8 GARed d_al & fb wieor sl 8 SR smufa
aRoTHET | g9 SR |

¢ Reconnaissance: This phase involves gathering information about the target system or network.
Ethical hackers use publicly available information, such as domain registration records and
search engine results, to understand potential vulnerabilities and attack vectors.

qd o 39 RO # Trle R W RReH a1 Aeae @ IR H e UEE B)el wifie 8 | ST
IR AR SMHHU Jaex] Bl A & folU Udpe 8hd Aul-id wU I SUTE] BN, O ST
AT Repre 3R T g9 IR BT STINT IR © |

o Vulnerability Assessment: In this phase, ethical hackers use various tools and techniques to scan
the target system or network for known vulnerabilities. They may employ vulnerability scanners,
port scanners, and network mappingtools to identify weaknesses that can be exploited.
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FHIGRAT DT SMHAT: SH RO 4, Uhel sh) erie fhd T RIEH I cdd &) HASRAT BT udl
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Exploitation: Once vulnerabilities are identified, ethical hackers attempt to exploit them to gain
unauthorized access or escalate privileges. The goal is to demonstrate the impact of the
vulnerabilities and the potential damage an attacker could cause.

WY T IR HAGINGT B U8 8 O & 918, Uh 2Hd SHRPd Ugd giiid $3 a1 faRmiifer
M & oY IS MYV B BT TATH A © | STBT e AN & Y9Td AR FHAATIR §RT Ugars off
HH arell FATfaT &fy o1 JefRia wear 8T 2|

Post-Exploitation and Reporting: Ethical hackers document their findings and provide a detailed
report to the organization, highlighting the vulnerabilities and recommended counter measures.
This helps the organization understand the risks and take appropriate actions to mitigate them.

T 7 B o IR RUIE AL T a4 i st &1 Srapie 991 € iR e & e fawgd
RUE gaM &= &, orad dAeiRal R geifid ufd Surli R g&mer Sl il 21 S99 6ed @l
SIREHAT BT T IR ST HH XA B oY 3T BRaE ) # #eg Fed 2|

Countermeasures are the steps taken to protect systems and networks from potential attacks.

FrecvHaTY (GIa9ury) Rivew iV 7% &I wHIfdd &9¢1 & garT @& [erg 3oIY 7T H6H &/

Here are some common countermeasures: - & & @A Ffaeqry &y 77 &

Access Controls: Implement strong authentication mechanisms, such as two-factor
authentication, and enforce access controls based on the principle of least privilege.
Regularly review and revoke unnecessary privileges.

TR Hglet: Joidd MAFCHIFEHATNGHRO) ABIoH S T—haex IMAfedsE, iR 9 A &
fReR & REd & IR R TRE dgid dF] N | JA[Ewd RWieRl &1 Fafa awer
PN 3R I B |

Patch Management: Keep software and systems up to date with the latest security patches
and updates to address known vulnerabilities. Establish a robust patch management process

to ensure timely updates.

Y7 yeeE: ST FAGIRGT BT X B B oy ATTeddR 3R Rived &I Td-aq gRem 49 3R smuse &
WM 37 ¢ ST W | 9 W AUsc GAREd &1 & ol va Asigd = page ufshar wenfud v |

Secure Configuration: Configure systems, networks, and applications with secure settings,
following industry best practices and security guidelines. Disable unnecessary services and
apply appropriate security controls.

TR BIFHEREA: ST B Farad vl ok grenm feenfdel &1 ureq o= gy gfea afe™ &
|1 fived, ead R YRADHe BT BIFHIR B | SFaedd Harg 3fem™ o iR Ifd gRef o
AN BN |

Network Security: Implement firewalls, intrusion detection and prevention systems, and

network segmentation to protect against unauthorized access and network-based attacks.
Regularly monitor network traffic for suspicious activities.
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Secure Coding Practices: Develop web applications and software using secure coding
practices to prevent common vulnerabilities like injection attacks, cross-site scripting (XSS),
or cross-site request forgery (CSRF). Conduct regular code reviews and use static code
analysis tools.

WRT HIFRT Jag: = FAAIRAT S soiRE g9al, dra—dse e (gadudgs), o
Ha—se Rae BRIRN(CSRE) BT AdbA & fory JRIET IR gormell &1 ITINT e 99 fteraerd
iR direaR faafad & | Fafa ars Ten o IR Wfed Pre AT T &1 I &N |

Security Awareness Training: Educate employees and users about cyber security threats,
social engineering, and best practices for secure behavior. Promote a culture of security
awareness and ensure users understand their role in protecting the organization's assets.

YRET SARTHSHAT AR HHaRAT iR STIRTHAis B Agar GRET @aRi, ARt ol &R
JRiara geR & forg wafad germsll & ar # Riférd & | GReT SITedhdl &1 HRpla BT gerar < 3R
e ) & SuATEHdl e o FURT @GR H rue et B A |

Incident Response: Develop an incident response plan to effectively respond to security
incidents. This includes detection, containment, eradication, and recovery strategies.
Regularly test and update the plan based on lessons learned from exercises or real incidents.

geT Afafhar gRem gemell W) g9dl < | ufifehar 39 & fou v "ged R ufifhar ake &1 @
fapRIT S| 3T Tar oL RIBAM, SV R gAUI vt enfier €1 enar @ anafas
TRl A AR U G9dh P MR R AIoiAT bl Fafdd weieror @ik shse a3 |

Continuous Monitoring: Implement security monitoring solutions to detect and respond to
security events in real-time. Use intrusion detection systems (IDS), security information and
event management (SIEM) tools, and log analysis to identify and investigate suspicious
activities.

waa FAREE: aafaes T § gRem 'Rl &1 udr o SR |9 W ufafhar 39 @ fau gRen
RN FE Ay &Y | i TiafafeRl o ugard R4 SR " R & fO1Y g9 &1 9ar e
qrell YUMell (SMSSIUH), GReT SABHIA 3R Sa< wded (SIEM) ISRl iR @RT fAeelyor &1 SudnRT
PN |

Encryption and Data Protection: Use encryption to protect sensitive data in transit and at rest.
Implement data loss prevention (DLP) measures to prevent unauthorized data leakage.
Regularly backup data and test restoration procedures.

Tfper SR ST G URTEA iR IIRM & SR Hdeeid STl @l & b forg ufpwr @
STANT HN | 3ARHT ST & JHAM DI AP & 77 ST B ABA™ (SIgerdl) Il Bl AT B |
Frafa w0 9 ST & IH3MT of iR Reere= ufhansit &1 afieror o |

Regular Security Audits and Assessments: Conduct periodic security audits and assessments,
including penetration testing and vulnerability scanning, to proactively identify
vulnerabilities and weaknesses. Address the identified issues promptly.



4 Ethical Hacking (Cyber Security) & Web App Penetration testing
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It's important to note that ethical hacking should always be conducted by trained professionals who
adhere to legal and ethical guidelines. Organizations should engage with reputable cybersecurity
firms or employ in-house experts with the necessary skills to perform ethical hacking and implement
appropriate countermeasures.

Tg O Y@ At @ 6 Ui 2fe gdem ufifea WRreRi grr @ o ARy S erp ofiR Afie
feenfAeell @1 e Rd 8 | Aol @l ufafted WgeR YRET BHI B | o ARy AT UG 2fBT B
3R SRIT STardl SUR &1 AN A & o 3Mawad BINd drel 39—8Isd faRivgi &l FRfeh &1 afey |
1.2 Basics of Cyber Security

AIZSR GR&T B ol 9

Cybersecurity refers to the practice of protecting computer systems, networks, and data from

unauthorized access, use, dislosure, disruption, modification, or destruction. With the increasing
reliance on technology and the interconnectedness of devices
and networks, cybersecurity has become a critical concern for
individuals, businesses, and governments.

g GReT HRex Rived, edd iR STl &I 3FPd ugd, SudHT,
UHCIGRYI, G, WA AT fAART | @m @ uem &l Hefia
FRAl B WEnfrel W ogedt feRAr iR Sudeel SR deadt @
iy B |1, AgER GRET AFhhdl, FIAR AR BRI b oY
e Agaqol fofar &1 favg a9 7 2|

Here are some key basics of cybersecurity: - I8 |gaR gR& 3 §B UqE A ad & 18 &

1. Confidentiality: It ensures that sensitive information is only accessible to authorized individuals
or systems. This is achieved through measures such as encryption, access controls, and secure
communication channels.

My a8 gHRad o=l 2 5 daeTeiid SFent dad
afrpd afpal a1 Rredl ad & ugd a8 39 ufsew,
TR dod iR R WOR A9d O SURl @ "eEE |
BIRY foram i 2 |

2. Integrity: It ensures that data remains intact, accurate, and
unaltered during storage, transmission, and processing. That means this property refers to that
information has not be altered in an unauthorized way, and that source of the information is
genuine.Data integrity can be maintained through mechanisms like checksums, digital
signatures, and access controls.

gL I8 ghfed &l © & ©Ro, SREfRE &Rk IR & SRM S dRaNR, Acid AR
JARARTT 5 | TP Aded & b I8 Ufuc] qarh 2 & THrvE @I oFdPpd de ¥ T8l dael 17 3,
3R THEYE BT W aRAdd T ST SEIE B dhdd, fSRicd srR iR RN deld o
AHFIoHT & WF | G @1 S FahdT 2 |
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Availability: It ensures that information and systems are accessible and usable when needed.
Measures such as redundancy, backup systems, and disaster recovery plans help ensure
continuity of operations in the event of an incident.

SUAEAE: I8 GARAd Rl 2 fdh T7hred IR RRed Soxd U8 WX Tadd &R A1 3R STANT B
A B | eifoRe, dwem Rived iR smuer gAwifa Ao o Surg fRl ge @ Refay & weres @t
Rz gfad o= § 7eg ol 2|

Authentication: Authentication verifies the identity of users, systems, or devices before granting
access to resources. Common authentication methods include passwords, biometrics, two-factor
authentication (2FA), and multi-factor authentication (MFA).

Jiffede™: FErEl @ Ugd USH a7 9 Ugd Jifdfedee or), Rien a1 farssr @ uga @ g
HIAT B | AT Jifdfedhed #Uel H# urads, dmfgad, c-haex ffdfeae (2FA), iR Aec-haex
sffafredee (TATHY) ot € |

Authorization: It controls the level of access granted to authenticated users or systems based on
their roles and privileges. It ensures that users can only access the resources they are authorized
to use.

JRIRESRN: I8 If¥gd oI a1 Riedl &1 9@ yfFeRll iR fRVRER! & oM w® &1 18 uga &
R BT RGBT F=ar © 1 I8 GHAREd o1 2 & JoR dad I FAEAl TP Ugd Fhd & oD SUANT
@& forg 9 i g €

Risk Assessment: Risk assessment involves identifying and evaluating potential threats and
vulnerabilities to determine their impact on the organization's assets. This helps prioritize

security measures and allocate resources effectively.

SIRgT i SIRGH JTH § H7ed 31 FuRkl R I wwa @1 FeiRd =1 & oy Fwfaa @ori
IR FHGINGT BT U8 IR HeATH B MAS 2 | $HY GR&T U BT a1 < AR A/ Pr
T ST | amdfed dre # Agg e

Security Awareness and Training: Educating employees and users about cyber security threats,
best practices, and their roles and responsibilities is crucial. Regular training programs raise
awareness and promote a security-conscious culture.

[RET SRR AR AR Bl 3R IOl &I AgaR GRe Wakl, Fard il iR 5@ il
3R RreRel & ar 7 Riférd @1 Jewyel 2| Fafia aferor g Sreedr 9ed € iR JRem &
it ST A¥pT BT 9gm@r <d 2 |

Vulnerability Management: Regularly scanning systems and networks for vulnerabilities, and
promptly patching or mitigating them, is essential. This includes keeping software and systems
up to date with security patches and updates.

eIl e: HAGiRal & forg Rived iR Aeas @ Afdd w0 & Wb &R 3R = gRd S ST a1
FH BT IMAWS © | 399 AITCaR IR Rieq $ e U= 3iR usSe & | U ¢ ST @ Wi
gl

Incident Response: Developing an incident response plan helps organizations respond effectively

to security incidents. It outlines procedures for detecting, containing, investigating, and
recovering from cyber security events.
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2.1 What is Web Application Penetration?
99 UfTHIE NI TN R 27

Web application penetration testing, also known as web app pen-testing, is a security assessment
technique used to identify vulnerabilities and weaknesses in web applications. The goal is to simulate
real-world attacks and provide recommendations for improving the security posture of the
application.

99 YDA UL weror (Fae wiervn), R 39 97 97— & wU H W ST 91T B, Ud GRET Jodidd
P dhld & FTIRT STANT 99 UABITAT H HASIRGT 3R Ferdrel & g o3+ & forg fhar Sar 81 oeg
IS AT & AT BT BT HAT R Vs @t grem Refd # gur & forg RwiRel gee &=
BT 2|

Web Application
Penetration Testing

% @ o

e Enumeration

Scanning Exploitation

Here are the key steps involved in web app penetration testing:
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39 07 73T 99T & FfAer Y TR T&T Ry TV &
2.1.1  Planning and Reconnaissance - 1T 3R qd—aeqor

Web application penetration testing involves assessing the security of a web application by
simulating real-world attacks. The initial phase of penetration testing involves planning and
reconnaissance to gather information and prepare for the assessment.

9 QRADI TeT URIET H IR<fAd GIAT & EHAl BT PRV PP 99 UADIA DI GRET BT bl DIAT
M & | Y WET0 & IRME TR H SAHSN SHel PR 3R qAibd & foy Tl a1 & fo Ao
3R gd—uieror enfAet 2 |

Here are the key steps involved in planning and reconnaissance for web application penetration
testing:
39 UfRTHIT FIT GO B forg Forr v qd—gderr & anfder gEE aver J8T 37 Y &

1.

Define the Scope: Clearly define the scope of the penetration testing engagement. Identify the
target web application(s) and determine the specific areas and functionalities to be tested.
Consider any constraints or limitations imposed by the organization.

Y fEBIET B Y3 TE0 Aol dl & WhIY Bl WK ©U ¥ fSHIET & | Jed 99 U3 &1 g
B 3R G fHU S arel fafdre &= sk eriemansil & FuRo &Y | Wed gRT oS s el i
e g1 WA ) AR ey |

Obtain Authorization: Obtain proper authorization from the organization or application owner
before conducting any penetration testing activities. Ensure that legal agreements, such as Non-
Disclosure Agreements (NDAs) and Rules of Engagement (ROE), are in place.

SARTESTH U % bl N gawor odeor a7 Waedidr & Farfeld &x7 I Ugel Aied a1 TRade
W | IR SifIRTSORM ITa & | GAREd X & S F9sid, S IR—IHCIaRoT A9eid (TTSI)
IR g & g (IRaNS), @ €

Information Gathering: Gather information about the target web application to understand its
architecture, technologies used, and potential vulnerabilities. Techniques for information

gathering include:

SIMBRY THT ST <hic d9 UAdad & aMfhcder, SUN
B TS Th-NPl 3N FUfAd HAIRGT BT FHz P T STP
TN H PRI ShgT BN | STHEIT Uhd BT B dhb-ihl d
fie &

Passive = Reconnaissance: = Conduct  open-source
intelligence (OSINT) gathering using public sources
such as search engines, social media, forums, and job postings.

IMIF—Hr4 Scferoid (OSINT) TaHs v |

WHOIS Lookup: Retrieve domain registration information to identify the organization behind
the web application.

WHOIS g&310: 99 s & WS ATST @1 qgdr &)+ & (g ST USRI ST T P |
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e DNS Enumeration: Enumerate the DNS records to identify subdomains, mail servers, or other
related services.
SITETH MUEE TS, A IR, T Y FefSd Ha1eil & Uga dRd B foU vy Rafe &F
T B |

e Web Spidering: Use web spidering tools to crawl the target application and identify its
structure, endpoints, and associated resources.

99 WS <rfec Tfame & Hid &A1 R 9@ Waer, 99+ g ok wdfdd dammi o
g B & oy 9 WSS T &I SUART o |

e Port Scanning: Perform port scanning to identify open ports and services running on the target
application's infrastructure.
UIE AT Go U R erfe Tfaaed & g ekl W ad I8 Jarsll @ UgdH &)1 & forg ure
THITT N |
Mapping the Application: Create a detailed map or inventory of the web application, including its
URLs, endpoints, and functionalities. Document the different components, user roles, and
potential attack surfaces within the application.

IRABIT B AU FIATL 99 VD F Th G AU a1 G 9, A SHS JeRue, Usuige 3R
FrATHGAG A 8 | Uiadee & fdr A swam), Jor & el ok dwifad g9 @ aas!

BT SagHTT B I |

Identify Technologies and Frameworks: Identify the technologies, frameworks, and libraries used
by the web application. This information helps in understanding potential vulnerabilities
associated with specific technologies and enables targeted testing.

Mrenfifeal R Bage! & TgaN BN 99 UAdIE gRT SUART &I S arell Wrenfifedl, $Had! 3ik
ATESNIST @ UgaT &N | I8 WHGHN fARne denfifedl | 1 \9ifad daaiRal &f F9se H 7938 dHall
2 3R erfe f&y T 96T BT [erd g9 2|

Vulnerability Research: Conduct research on known vulnerabilities and security issues associated
with the technologies used in the web application. Stay updated with the latest security
advisories, vulnerabilities, and patches.

eIl SJHYM: J9 UReiabee ¥ IUINT @l S arell Henfifsal & 1 9 SHeiRal 3R gRem Jol W)
MY BRY | FITH GREM A8, HHAGINGT R U & |1eF Iuse E |

Identify Attack Vectors: Analyze the information gathered to identify potential attack vectors and
entry points for exploitation. Common attack vectors include injection attacks (SQL, XSS),

authentication bypass, insecure direct object references (IDOR), and server misconfigurations.

AT ATEDI Bl UEAM BN FHIfAT SEHAT AEHT MR MO & I el @ usEE wvA @ forg
THT STHHRI HT AN & | FHI JAHAT daes H SOl 8¥el (TARU, Uaauayd), sifdfredem
TISUTH, FGRIET TeT Jifesiae NhR=d (JSSIBNIMR), 3R R Teld PIHINe A 2 |

Prioritize Targets: Prioritize the identified targets based on criticality, potential impact, and
feasibility of exploitation. Focus on high-risk areas that could lead to unauthorized access, data
exposure, or compromise of sensitive functionality.
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9. Documentation: Document all the information gathered during the planning and reconnaissance
phase. This includes the target web application details, findings, identified attack vectors, and
any other relevant information. Maintain a detailed record to guide subsequent testing activities
and aid in reporting.

TRATASDBRO: AT R J—TRIET0T R & SR UHha B T3 FH STHHRT BT STRFTIE BN | A+
erfe J9 e faavor, epy, U™ U gHc ddex iR PIs T URIRTeh STHeN AMf8e 8 | 918 @
wieor TR @1 Anfes™ w=e iR Ruifcéy # wermr & foy e fawga Refs a9 =9 |

10. Communication: Maintain effective communication with stakeholders throughout the planning
and reconnaissance phase. Regularly update the relevant parties about the progress, findings,
and any potential risks or concerns.

AR AT 3R Gd—UIeT1 =R & QR BRSBTS A g91d FaR 9919 G | Wy, ey afiR bt
ff e SiRew a1 T & IR 7 Fafda vl &1 a9 9 suse a |

By carefully planning and conducting thorough reconnaissance, you can gather critical information
about the target web application, identify potential vulnerabilities, and lay the foundation for an
effective and focused web application penetration test.

AT AT G R R TRE | S HRab, AT Tl 99 YRADGIT & IR # Aedqol TSN T
PR Fhd &, FITAT HASIRAT B TgaTT B Tbd 2 AR Th Y iR Bfed 99 s yder gkiefor &1
g g g B |

2.1.2 Threat Modeling - 9 #fsferT

Web application penetration testing involves identifying and assessing potential threats and
vulnerabilities to understand the security risks associated with the application. Threat modeling is an
essential step in the penetration testing process that helps in systematically identifying and
prioritizing potential threats.

99 gfteaed yaer aRIevr 3§ Ufiadhed ¥ e gReT SIRgAl $I §HsH & foly §Wifdd @arl ok HHuiiRal &l
UEA HRAT AR SHABI AThA- HRAT A © | I HiS[oRT W2 ydefor ufshar § U 3Maedd HeH © Sl
AT @Rl &7 FaRed wu | Uga=- iR WIfiedr <4 § Agg Heal § |

Here's an overview of the steps involved in threat modeling for web application penetration testing:
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e Identify the Assets: Start by identifying the assets that need protection within the web
application. This includes sensitive data, user credentials, intellectual property, financial
information, and any other critical resources.
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e Define the Application Scope: Clearly define the boundaries and scope of the web application to
be threat modeled. Identify the various components, modules, APIs, and interfaces involved.
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Understand the Architecture: Gain a comprehensive understanding of the web application's
architecture, including the different layers, components, and their interactions. This includes the
front-end interface, server-side components, databases, APIs, and external integrations.
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Identify Threat Actors: Identify potential threat actors who may target the web application. This
includes internal actors (employees, administrators) and external actors (hackers, competitors,

malicious users).
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Enumerate Threats: Identify and enumerate potential threats or attack vectors that could be
leveraged by the threat actors to compromise the security of the web application. Common
threats include injection attacks (SQL, XSS), authentication bypass, session hijacking, information
disclosure, and privilege escalation.

IS P AT HN: WIFIT AT AT BHAT FRA ATl B UM BN IR IABN TN PR RATBT A A9
U B GReT | FHIAT B & ol ST aTel Yaexl §RT Sor T S HHdl © | A el H goiaerd
B0l (THRIUS, UaEUATH), iffredhed aigurd, e BIgolihil, ShHE THCIdhRol iR faRvieer iy
M € |

Assess Vulnerabilities: Identify potential vulnerabilities within the web application that could be
exploited by the identified threats. This includes security misconfigurations, insecure coding
practices, weak authentication mechanisms, and inadequate access controls.
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Prioritize Threats: Prioritize the identified threats based on their potential impact and likelihood
of exploitation. Consider the criticality of the asset, the feasibility of the attack, and the potential
consequences of a successful exploit.
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Mitigation Strategies: Develop mitigation strategies to address the identified threats. This may
involve implementing secure coding practices, applying security patches and wupdates,
strengthening access controls, implementing encryption, and enhancing monitoring and logging
mechanisms.
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